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Disclaimer
This RFP is neither an agreement nor an offer and is only an invitation by PNB Investment Services Limited ("PNBISL" or "the Company") to interested and eligible agencies for submission of proposals. The purpose of this RFP is to provide the Bidder with information to assist the formulation of their proposals.
This RFP does not claim to contain all the information each Bidder may require. Bidder(s) should conduct their own investigations and analysis and should check the accuracy, reliability and completeness of the information in this RFP and, wherever necessary, obtain independent advice. PNBISL makes no representation or warranty and shall incur no liability under any law, statute, rule or regulation as to the accuracy, reliability or completeness of this RFP. PNBISL may, in its absolute discretion, but without being under any obligation to do so, update, amend or supplement the information in this RFP.
This document is meant to provide information only and with an express understanding that recipients will use it only for the purposes set out above. It does not purport to be all-inclusive or contain all the information about the requirement, nor does it form the basis of any contract.
While this document has been prepared in good faith, neither PNBISL nor any of its officers make any representation or warranty or accept any responsibility or liability whatsoever in respect of any statements or omissions herefrom.
By acceptance of this document, the recipient agrees that any information herewith will be superseded by any subsequent written information on the same subject made available by or on behalf of PNBISL. PNBISL reserves the right, at any time and without advance notice, to change the procedure for selection, amend any part of this RFP, or terminate the empanelment process prior to the signing of any binding agreement.
This document has not been filed, registered or approved in any Court of Competent jurisdiction. Recipients of this document should inform themselves of and observe all applicable legal requirements.
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Request for Proposal
FOR APPOINTMENT OF CERT-IN EMPANELLED AUDITOR FOR CONDUCTING INFORMATION SYSTEM AUDIT, VAPT AND SEBI-CSCRF COMPLIANCE AUDIT
RFP Ref No: PNBISL/RFP/IT/2026-27/01                                                              Dated: 02.04.2026

PNB Investment Services Limited (PNBISL) is a SEBI-registered Category I Merchant Banker (Registration No. [INSERT]) and Debenture Trustee (Registration No. [INSERT]), classified as a Mid-size Regulated Entity (Mid-RE) under the SEBI Cybersecurity and Cyber Resilience Framework (CSCRF). PNBISL invites RFPs from CERT-In empanelled auditing agencies for Appointment of CERT-In Empanelled Auditor for Conducting Information System Audit, Vulnerability Assessment & Penetration Testing (VAPT) and SEBI-CSCRF Compliance Audit.
Interested agencies meeting the eligibility criteria as per the terms & conditions of this RFP document may submit their Proposals complete in all respects.

The Important Information and Schedule Related to RFP:
	Particulars
	Details

	Date of Issue / Publishing
	02.04.2026 (2nd April 2026)

	Last Date and Time for Submission of Bids
	30.04.2026 (30th April 2026) up to 6:00 PM

	Date and Time of Opening of Technical Bids
	01.05.2026 at 3:00 PM

	Last Date and Time for Receipt of Queries
	20.04.2026 up to 6:00 PM

	No. of Covers (Two Bid System)
	02 (Cover A – Technical Bid; Cover B – Financial Bid)

	Bid Validity
	30 days from the date of opening of the Financial Bid

	Contact Details
	Mr. Vishant Meshram, IT Head PNB Investment Services Limited Email: [insert IT team email] Contact No.: [insert]

	Location for Bid Submission
	PNB Investment Services Limited [Insert Registered/Corporate Office Address]



Note: Bidders are requested to read this RFP document carefully and ensure compliance with all specifications/instructions herein. Non-compliance with the specifications/instructions in this document may disqualify the Bidder from the selection process.


1. Background
1.1  PNB Investment Services Limited ("PNBISL" or "the Company") is registered with the Securities and Exchange Board of India (SEBI) as a Category I Merchant Banker and as a Debenture Trustee, and is engaged in corporate advisory, merchant banking, and debenture trusteeship activities.
1.2  The Company intends to strengthen its information security framework and ensure compliance with the SEBI Cybersecurity and Cyber Resilience Framework (CSCRF) guidelines issued vide Circular No. SEBI/HO/ITD-1/ITD_CSC_EXT/P/CIR/2024/113 dated August 20, 2024, as amended by subsequent clarification circulars, to keep its IT assets and infrastructure safe and secure.
1.3  SEBI has explicitly extended CSCRF requirements across entity categories, including Mid-size Regulated Entities (Mid-RE) such as PNBISL, and has mandated the conduct of Vulnerability Assessment and Penetration Testing (VAPT) and an annual cybersecurity/Information Security (IS) audit through CERT-In empanelled auditing organisations, as part of its cybersecurity compliance framework.
1.4  In this regard, PNBISL proposes to empanel/appoint a CERT-In accredited auditor to conduct the IS Audit, VAPT, and CSCRF Compliance Audit, and to engage such auditor as an external expert for quarterly Information Security review meetings.
1.5  The objective of this project is to engage a CERT-In empanelled Auditor to audit the security implementation across PNBISL's IT infrastructure, including its network and systems, discover all known vulnerabilities based on comprehensive standards/frameworks (ISO 27001, NIST, CSCRF) and applicable regulatory guidelines issued by CERT-In and SEBI, and provide recommendations to remediate identified vulnerabilities.
2. About PNBISL and CSCRF Applicability
	Parameter
	Details

	SEBI Registration – Category I Merchant Banker
	Registration No.- INM000011617

	SEBI Registration – Debenture Trustee
	Registration No.-IND000000510 

	CSCRF Category
	Mid-size Regulated Entity (Mid-RE)

	Applicable SEBI Circular
	SEBI/HO/ITD-1/ITD_CSC_EXT/P/CIR/2024/113 dated August 20, 2024, and amendments thereto

	Audit Frequency (Mid-RE)
	Annual (once per financial year) and post every major IT release

	Audit Period Covered
	FY 2026-27 (April 2026 to March 2027)

	Critical Systems Coverage
	100% mandatory

	Non-Critical Systems Coverage
	Minimum 25% representative sample

	VAPT / Audit Report Submission to SEBI
	As per CSCRF prescribed Annexure-A format, along with MD & CEO / Designated Officer Declaration, within SEBI-stipulated timelines




3. Scope of Work
The scope mentioned in this document shall include but is not limited to the following. PNBISL reserves the right to add, delete, or modify any area of audit work in addition to whatever is mentioned in this document.
3.1 Detailed Scope of Work
1. Conduct a Cybersecurity/Information Security Audit of PNBISL's IT infrastructure in conformance with the latest applicable CERT-In and SEBI CSCRF guidelines, National Security Council Secretariat's Cyber Security Audit Baseline Requirements, and ascertain ISO 27001/ISMS readiness.
1. The scope of audit shall broadly cover the following areas:
	S.N.
	Assessment Area
	Scope Details

	1
	Information Security Policy
	Review of IT SOPs/Policies/BCP, Information Security and Cyber Security Policies of PNBISL.

	2
	IT Management and Processes
	Review and evaluate IT Governance, Policy and Procedures as per ISO 27001/NIST/CSCRF standards, including IT Asset Management, Security Incident Management, Change Management, SLA Management, Patch Management, Vendor Management, and IT Procurement processes.

	3
	Cyber Security
	Review of existing cyber security policies, framework, standards and processes; assessment of firewalls, antimalware, email security, vulnerability management, patching, endpoint controls (Desktop/Laptop/Server), segregation of duties, SOC monitoring, incident management, and risk assessment.

	4
	Network Security
	Network Security Architecture review; review of perimeter security controls (Firewall, IPS, WAF, DDoS, Proxy) and network segmentation.

	5
	LAN / WAN / WLAN / Extranet Network
	Review of routers/switches configuration, port status, encryption, routing configurations, and hardening parameters at PNBISL location(s) and datacentre.

	6
	Identity & Access Management
	Review of authentication/authorisation methods, IAM process, privileged access, database privileges, PIM/PAM controls, and remote access methods for staff, vendors and third parties.

	7
	Windows Domain Environment
	Review of Windows Domain architecture, domain policy, DNS/DHCP services, and Windows share drive access for creeping privilege.

	8
	Data Centre / Cloud Assessment
	Review of logical & physical access control, cloud-hosted workloads (if applicable), IAM/security groups, misconfigurations, and surveillance systems.

	9
	Business Continuity
	Review of BCP and DR plan, resiliency and high availability of critical applications, BCP/DR test results, and data backup/restoration process.

	10
	Cyber Security Maturity
	Assessment of PNBISL's cybersecurity maturity across the Identify, Protect, Detect, Respond and Recover function areas.

	11
	Vulnerability Assessment & Penetration Testing (VAPT)
	External and internal application VAPT (company website, client-facing applications), API security testing, network & infrastructure VAPT, OS & database assessment, and wireless security assessment (if applicable), in accordance with OWASP Testing Guide, OWASP Top 10, OWASP API Security Top 10, NIST SP 800-115, PTES and CIS Benchmarks.


3.2 In-Scope Systems and Assets
The following categories of systems shall form part of the audit scope:
1. Critical Systems (100% coverage mandatory): Internet-facing company website, client/investor-facing web applications, and any Software-Defined/critical production applications.
1. Non-Critical Systems (minimum 25% representative sample): Employee workstations/endpoints, internal collaboration tools and intranet portals, HR/payroll application, document management system, CCTV/physical access control systems (if IP-based), network switches/routers (non-perimeter), and test/staging/UAT environments.
The final list of in-scope assets shall be mutually finalised with the selected Bidder at the Kick-off Meeting and documented in the Engagement Plan.
3.3 Out of Scope
1. Third-party SaaS platforms not owned or operated by PNBISL, unless accessible from PNBISL's IT environment.
1. Physical security assessment and social engineering/phishing exercises, unless separately agreed and scoped via a written SOW amendment.
1. Denial of Service (DoS/DDoS) simulation against production systems.
1. Any asset not listed in the finalised scope or a subsequent written amendment.
3.4 SEBI-CSCRF Compliance Audit
The Bidder shall conduct a comprehensive compliance audit against the mandatory standards and guidelines under SEBI CSCRF, covering the Governance (GV), Identify (ID), Protect (PR), Detect (DE), Respond (RS) and Recover (RC) function domains, and shall also assess PNBISL's Cyber Resilience Index (CRI) as required for Mid-size REs.
3.5 Testing Approach
1. Black-Box Testing: No prior system knowledge — simulates an external attacker's perspective.
1. Grey-Box Testing: Partial credentials and architecture information provided — simulates an authenticated user/insider threat.
1. White-Box Testing (for compliance audit): Full access to configuration, architecture documentation, and relevant records.
The testing approach for each asset shall be agreed between PNBISL and the Bidder at the Kick-off Meeting and documented in the Engagement Plan.
3.6 Phased Execution
1. The audit shall be conducted in a phased manner. Phase 1 (Compliance/IS Audit and VAPT — first cycle) shall commence immediately upon issuance of the work order and shall be completed within 20 business days thereof.
1. After the first phase of audit and reporting, PNBISL shall be given a reasonable period (as mutually agreed, ordinarily not exceeding 45 days) to remediate the observations pointed out by the Bidder.
1. Upon completion of the remediation/gap-bridging exercise, the Bidder shall be informed accordingly and shall commence the retest/second phase of the audit exercise, to be completed within 15 business days of PNBISL's go-ahead.
1. The retest/second phase shall verify that remediation action has been taken against all observation points/gaps and shall result in a Detailed Final Report and Analysis of PNBISL's current cyber security status.
3.7 Vulnerability Remediation Timelines
	Severity
	CVSS Range
	SEBI CSCRF Remediation Deadline
	Retest Required

	Critical
	9.0 – 10.0
	As soon as possible; maximum within 1 month of report submission
	Yes — mandatory

	High (patch-related)
	7.0 – 8.9
	Within 1 week of report submission
	Yes — mandatory

	High (non-patch)
	7.0 – 8.9
	Within 1 month of report submission
	Yes — mandatory

	Medium
	4.0 – 6.9
	Within 3 months of report submission
	Yes

	Low
	0.1 – 3.9
	Within 3 months (best effort)
	Recommended

	Informational
	0.0
	At PNBISL's discretion
	Optional


3.8 Pre-Engagement Requirements
The selected Bidder shall provide the following at the commencement of the audit exercise:
1. Methodology and detailed time frame for each activity of the audit.
1. Standards of security and quality to be followed during the audit.
1. Tools and software proposed to be used, all of which must be licensed.
1. Details of the Authorised Contact Person designated as the single point of contact for PNBISL.
The Bidder shall sign a Non-Disclosure/Confidentiality Agreement before commencement of the assignment, ensuring confidentiality and integrity of all content, data, applications, logic, structure, designs and other property of PNBISL that may be shared or accessed during execution of the assignment.


4. Deliverables
	#
	Deliverable
	Timeline (Indicative)

	1
	Kick-off Meeting & Engagement Plan (scope confirmation, testing windows, NDA execution)
	Within 3 business days of work order

	2
	Interim/Preliminary Findings Report (High/Critical findings)
	Mid-testing

	3
	Compliance Assessment Report (after Phase 1), with recommendations for corrective actions/mitigation
	After Phase 1

	4
	Vulnerability Assessment Report (VAPT)
	Within 7 business days of test completion

	5
	Executive Summary Report (management summary with risk heat-map)
	With Draft Report

	6
	Detailed/Consolidated Audit Report (after Phase 2/retest)
	After Phase 2

	7
	Retest Report (status of each finding: Resolved/Open/NA)
	Within 5 business days of retest

	8
	Review of existing IT SOPs/Policies/BCP with recommended updates in line with ISO 27001 and ISMS readiness
	With Final Report

	9
	Draft and recommended Cyber Security Policies
	With Final Report

	10
	Recommended Cyber Crisis Management Plan (CCMP)
	With Final Report

	11
	SEBI Annexure-A Summary Report (prescribed SEBI format)
	Before applicable SEBI deadline

	12
	MD/CEO or Designated Officer Declaration support (drafted per SEBI CSCRF requirements)
	With Annexure-A

	13
	Audit Certificate / Compliance Closure Letter
	Post final sign-off


Each report shall, at minimum, include: Executive Summary; Scope & Methodology; Finding details (Title, Affected Asset, Description, CVSS v3.1 Score & Severity, PoC Evidence, Business Impact, Remediation Recommendation, and CVE/CWE/OWASP references); Risk Heat Map; Remediation Roadmap aligned to SEBI CSCRF closure deadlines; and Annexures (tool list, engagement timeline, glossary).
A presentation on the audit findings, conclusions, and recommendations for gap analysis and closure, in line with CERT-In and SEBI CSCRF guidelines, shall be made to the management of PNBISL.
5. Timelines & Milestones
	#
	Activity / Milestone
	Responsible
	Target

	1
	Execution of Appointment Letter, NDA & SLA
	Both Parties
	Prerequisite

	2
	Provisioning of access, credentials, test environment
	PNBISL IT
	D+3 business days

	3
	Kick-off Meeting & Engagement Plan sign-off
	Both Parties
	D+3 business days

	4
	Commencement of Phase 1 (Audit & VAPT)
	Bidder
	Immediately after work order

	5
	Completion of Phase 1 and submission of reports
	Bidder
	Within 20 business days

	6
	Remediation / gap-bridging by PNBISL
	PNBISL
	Up to 45 days (as agreed)

	7
	Commencement & completion of Phase 2 (Retest)
	Bidder
	Within 15 business days of go-ahead

	8
	Submission of Final Signed Reports
	Bidder
	Within 5 business days of retest completion

	9
	Preparation of SEBI Annexure-A & Declaration
	Both Parties
	Per SEBI prescribed timeline

	10
	SEBI Report Submission
	PNBISL (MD/CEO or DO)
	Per SEBI deadline




6. Eligibility Criteria
1. The agency/vendor must be empanelled with CERT-In as an Information Security Auditor. Proof of valid CERT-In empanelment must be enclosed.
1. The agency/vendor should be registered as a Company under the Companies Act, 2013 (or a partnership firm, supported by a certified copy of the Partnership Deed). Appropriate registration documents/certificates should be enclosed.
1. The agency/vendor should have a valid PAN and GST Registration.
1. The agency/vendor should have at least 3 years' experience in offering Information Security Services such as VAPT, security assessment, defining security policies/procedures/baselines, gap assessment, risk assessment, or similar consulting assignments, preferably to BFSI/financial services companies in India. Copies of Purchase Orders/Work Orders/Client Certificates to be enclosed.
1. The agency/vendor must have at least 3 CISSP/CISM/CISA/DISA/OSCP/CREST-certified professionals as employees who shall be continuously part of the team conducting the audit at PNBISL. Supporting certificates/documents to be enclosed.
1. The agency/vendor should not have been debarred, blacklisted, terminated, or ceased without completing the entire duration of a contract by any Central/State Government Department, Public Sector Undertaking, Autonomous Body, or any other Regulatory Body in India. A Self-Declaration (Annexure-VI) to be enclosed.
1. The agency/vendor shall not subcontract any part of the engagement without prior written approval of PNBISL; any approved sub-contractor must also be CERT-In empanelled.
7. Terms & Conditions of Contract
7.1  Period of Contract: The agency/vendor shall be onboarded for conducting the Information System Audit, VAPT and CSCRF Compliance Audit as per the scope defined in this document, for FY 2026-27, extendable by mutual consent.
7.2  Sub-Contracting: The Bidder shall not assign, sub-contract or sub-let the whole or any part of the contract in any manner without prior written approval of PNBISL, and only to a party approved by PNBISL.
7.3  Exit Clause: The contract may be terminated at any point if the service of the vendor is found unsatisfactory, subject to the Termination Clause at Section 14.6.
7.4  Budget, duration and other related factors shall be based on the requirement of PNBISL.
7.5  The rates as per award of contract shall remain the same throughout the contract period and shall not be changed under any circumstances.
7.6  PNBISL does not guarantee any minimum business or assignment, which will depend on requirements, financial resources available, and the vendor's performance.
7.7  PNBISL reserves the right to cancel the contract at any time without assigning any reason whatsoever.
8. Payment Terms
8.1  Payment terms shall include a stage-wise schedule: 20% on placement of order, 35% on sign-off of Phase 1, 35% on sign-off of Phase 2, and the balance 10% on final sign-off, after successful delivery/completion of the assignment and submission of the tax invoice. PNBISL will normally settle the bill within 30 days from receipt of the tax invoice.
8.2  Payment shall be made on satisfactory completion of contracted services, certified by the IT Department of PNBISL, through NEFT/RTGS/IMPS. Final payment shall be made only after adjusting all dues/claims of PNBISL.
8.3  Bills shall be raised in the name of PNB Investment Services Limited, clearly indicating GST No., PAN, and bank account details, and the vendor shall submit an E-invoice as applicable under GST laws in India.
8.4  Provisions of the Income Tax Act, 1961 regarding deduction of tax at source (TDS) shall apply.
8.5  Goods and Service Tax (GST) shall be paid as per applicable GST laws, extra as actual.
9. Force Majeure
9.1  If, during the continuance of the contract, performance by either party of any obligation is prevented or delayed by a Force Majeure event, the affected party shall not be liable for liquidated damages or termination for default to the extent that the delay results from such event.
9.2  "Force Majeure" means an event beyond the control of the agency/vendor, not involving its fault or negligence, and not foreseeable, including but not limited to acts of PNBISL, wars, fires, floods, epidemics, quarantine restrictions, and freight embargoes.
9.3  Upon occurrence of a Force Majeure event, the affected party shall promptly notify the other party in writing within 7 days of its occurrence and shall continue to perform its obligations as far as reasonably practicable.
9.4  Neither party shall be entitled to terminate the contract nor claim damages against the other in respect of non-performance or delay caused by a Force Majeure event.
9.5  The decision of PNBISL with regard to interpretation of the Terms & Conditions and the Agreement shall be final and binding on the agency/vendor.
10. Arbitration Clause
10.1  In the event of any dispute or difference between PNBISL and the vendor arising out of or relating to this RFP, the work order, or the resulting agreement, the matter shall be referred to the Competent Authority of PNBISL, who may decide the matter or appoint an arbitrator/arbitrators under the Arbitration and Conciliation Act, 1996. The decision of the arbitrator(s) shall be final and binding on both parties.
10.2  The venue of arbitration shall be the place from which the work order is issued (New Delhi/NCR).
10.3  The place of arbitration and the language to be used in arbitral proceedings shall be decided by the arbitrator.
10.4  Any legal dispute arising out of any breach of contract shall be settled in the courts of competent jurisdiction located within the local limits of PNBISL's registered office.


11. Preparation & Submission of Bids
11.1 Points for Bid Preparation
1. Agency/vendor should consider any corrigendum published on PNBISL's website before submitting bids.
1. Each agency/vendor acknowledges that PNBISL may, in its sole discretion, apply any criteria it deems appropriate in the selection, not limited to those set out in this document.
1. The bid shall contain no overwriting, except where necessary to correct errors, duly authenticated by the signatory.
1. An authorised representative of the agency/vendor shall sign and stamp all pages of the original bid proposal, along with a letter of authorisation enclosed with the proposal.
1. The signed proposal shall be marked "ORIGINAL". Submission of applications without complying with these instructions will result in rejection.
1. The Financial Bid shall be quoted and presented in a separate sealed cover and shall not include any conditions; any conditional Financial Bid shall be liable for rejection. Fees shall be expressed in Indian Rupees only.
1. The signed Technical Bid shall be placed in a sealed envelope clearly marked "TECHNICAL BID", and the Financial Bid in a sealed envelope clearly marked "FINANCIAL BID", followed by the name of the assignment. Both envelopes shall be placed in an outer envelope superscribed "Proposal for Appointment of CERT-In Empanelled Auditor for Conducting Information System Audit, VAPT and SEBI-CSCRF Compliance Audit".
1. PNBISL shall not be responsible for misplacement, loss, or premature opening if the outer envelope is not sealed/marked as stipulated.
11.2 Bid Submission Process
The offer/bid shall be submitted in a two-bid system, i.e., Technical Bid and Financial Bid. The Technical Bid shall consist of all technical details along with commercial terms and conditions. The Financial Bid shall indicate item-wise price in the BOQ format prescribed in Annexure-VIII.
11.3 Technical Bid — Contents (Cover A)
	#
	Document

	1
	Index / Compliance Sheet (Annexure-I) indicating page numbers of each document submitted

	2
	Technical Bid / Proposal Submission Form (Annexure-II)

	3
	Acceptance of Terms & Conditions of RFP (Annexure-III)

	4
	Copy of Permanent Account Number (PAN) of the agency/vendor

	5
	Copy of GST Registration Certificate

	6
	Copy of valid CERT-In empanelment certificate

	7
	Mandate Form for Electronic Fund Transfer/RTGS (Annexure-IV)

	8
	Team Composition and Task Assignments Staffing Form (Annexure-V)

	9
	Self-Declaration about Non-Blacklisting (Annexure-VI)

	10
	Description of Methodology and Work Plan (Annexure-VII)

	11
	Proof of Experience: PO/WO/Agreement/Experience or Performance Certificate from clients

	12
	Certificates of CISSP/CISM/CISA/DISA/OSCP/CREST-certified professionals

	13
	Duly signed and stamped copy of the entire RFP document, along with addenda/corrigenda, if any

	14
	All other documents required to claim eligibility


Cover B (Financial Bid): Price Bid in the format at Annexure-VIII (BOQ format only).
11.4 Bid Validity
The bids shall remain valid for a period of 30 days from the date of opening of the Financial Bid. In case the agency/vendor withdraws, modifies, or changes its offer during the validity period, the bid is liable to be rejected. Submission of bids does not entitle any agency/vendor to automatic grant of award. Any enquiry after submission of the proposal will not be entertained.


12. Bid Opening & Evaluation
1. The bids will be opened by a committee duly constituted by PNBISL for this purpose.
1. The Technical Bid will be opened first and evaluated. The Financial Bid of only those agencies whose Technical Bid is found technically responsive will be opened. Financial Bids of ineligible agencies will not be opened.
1. PNBISL reserves the right to negotiate the quoted price with the successful agency to arrive at a fair and reasonable price, and is not bound to award the contract at the lowest price received.
1. PNBISL reserves the right to seek clarifications or additional information/documents from any agency regarding its Technical Proposal, to be provided within the time specified.
1. Any act on the part of the agency/vendor to influence anybody at PNBISL is liable to result in rejection of its bid.
1. PNBISL reserves the right to reject any application without assigning any reason, and to relax/amend/add/withdraw any of the terms and conditions contained in this RFP.
1. An eligible agency/vendor may be invited to make a presentation detailing the proposed assignment, execution approach, strategy, and team expertise, which shall be evaluated on the agency/vendor's understanding of the requirement, technology stack proposed, and the technical presentation on work plan & methodology.
1. The decision of the Competent Authority of PNBISL shall be final in all matters relating to bid evaluation.
13. Award of Contract
13.1  The selection criteria will encompass expertise, past experience, team capabilities, pricing, track record, and the ability to meet PNBISL's specific requirements, ensuring transparency, fairness, and a level playing field for all participating agencies/vendors.
13.2  PNBISL reserves the right to select an agency/vendor demonstrating exceptional value, reliability, and commitment to delivering results. The final decision will be communicated to the chosen agency/vendor.
13.3  The successful agency/vendor shall accept the offer within 10 days from the date of receipt of the "Letter of Offer", failing which the offer will stand cancelled.
13.4  PNBISL reserves the right to empanel more than one agency through this RFP process, or to engage one or more agencies at a time. No financial liability of any type is created merely by issuance of a work order.
14. Other Conditions
14.1  Data Security and Prevention of Fraud: The agency/vendor shall undertake that all processes and standards are followed to ensure that data is secure and immune to fraudulent activity.
14.2  Confidentiality: Both parties agree to maintain confidentiality of all information obtained during the course of this engagement. Any breach of confidentiality will be subject to legal action.
14.3  Indemnification: The agency/vendor agrees to indemnify and hold harmless PNBISL from any claims, damages, or legal actions arising out of the agency's negligence, misconduct, or breach of this agreement.
14.4  Amendments: Any changes or modifications to the agreement must be in writing and signed by both parties.
14.5  Warranties and Representations: The agency/vendor represents and warrants that all services provided under this agreement will be of professional quality and free from defects.
14.6  Termination Clause: PNBISL reserves the right to terminate the contract at any point, with 30 days' written notice, in case of unsatisfactory performance or breach of any terms of this agreement by the agency.
14.7  Rules of Engagement: Testing shall be conducted strictly during agreed testing windows; critical production systems shall be tested during off-peak hours only unless otherwise agreed. DoS/DDoS testing is strictly prohibited on production systems. Any test that could cause data loss, service disruption, or database corruption shall require specific prior written approval from PNBISL's CISO/IT Head. Social engineering, physical access testing, or employee phishing simulation is out of scope unless explicitly added via a written SOW amendment. The Bidder shall not access, copy, retain, or exfiltrate any real customer/investor data during testing.
14.8  PNBISL Team: The Project shall be overseen by the IT Head of PNBISL as Project In-Charge, along with nominated members of the IT and Compliance teams, who shall provide overall project leadership, decision-making authority, and final sign-off as per the contractual terms.
14.9  PNBISL reserves its rights to add some additional area of audit work, or delete/modify existing areas of audit work, apart from whatever is mentioned in this document.


Chief Operating Officer cum CFO cum Designated Officer
PNB Investment Services Limited

Name, Signature and Seal of Authorized Signatory of Agency/Vendor


ANNEXURE I
INDEX / COMPLIANCE SHEET
	Sr. No.
	Document
	Compliance (Yes/No)
	Page No. (From–To)
	Remarks

	1
	Technical Bid as per Annexure-II
	
	
	

	2
	Acceptance of Terms & Conditions of RFP as per Annexure-III
	
	
	

	3
	Copy of PAN of the agency/vendor
	
	
	

	4
	Copy of GST Registration Certificate
	
	
	

	5
	Copy of valid CERT-In empanelment certificate
	
	
	

	6
	Mandate Form for EFT/RTGS as per Annexure-IV
	
	
	

	7
	Team Composition & Staffing Form as per Annexure-V
	
	
	

	8
	Proof of Experience: PO/WO/Agreement/Client Certificates
	
	
	

	9
	Self-Declaration about Non-Blacklisting as per Annexure-VI
	
	
	

	10
	Methodology and Work Plan as per Annexure-VII
	
	
	

	11
	Duly signed and stamped RFP document with addenda/corrigenda, if any
	
	
	

	12
	All other documents required to claim eligibility
	
	
	

	13
	Financial Bid as per Annexure-VIII (in separate sealed cover)
	
	
	



Place: ______________________       Date: ______________________
(Signature with stamp of the Agency/Vendor)


ANNEXURE II
TECHNICAL BID
(To be submitted on the letterhead of the Agency/Vendor)
TECHNICAL PROPOSAL SUBMISSION FORM
Date: ___________
To,
Chief Operating Officer cum CFO cum Designated Officer
PNB Investment Services Limited

Dear Sir,
TECHNICAL PROPOSAL FOR APPOINTMENT OF CERT-IN EMPANELLED AUDITOR FOR CONDUCTING INFORMATION SYSTEM AUDIT, VAPT AND SEBI-CSCRF COMPLIANCE AUDIT
We, the undersigned, offer to provide the services for the above-mentioned assignment in accordance with your Request for Proposal dated 02.04.2026 (RFP Ref No: PNBISL/RFP/IT/2026-27/01). We are hereby submitting our Technical Proposal, in response to your invitation to submit a Technical Proposal and a Financial Proposal.
We hereby declare that:
1. All the information and statements made in this Technical Proposal are true, and we accept that any misinterpretation or misrepresentation contained in this Proposal may lead to our disqualification by PNBISL.
1. Our Proposal shall be valid and remain binding upon us for a period of 30 days from the date of RFP/proposal opening.
1. We have no conflict of interest.
1. In competing for (and, if the award is made to us, in executing) the Contract, we undertake to observe the laws against fraud and corruption, including bribery, in force in India.
1. We undertake to negotiate a Contract on the basis of the technical proposal to carry out the assignment.
1. We accept that there will be no substitution of key personnel for reasons which may lead to termination of Contract negotiations and even the contract itself.
1. Our Proposal is binding upon us and is subject to any modifications resulting from Contract negotiations.
We undertake, if our Proposal is accepted and the Contract is signed, to initiate the Services related to the assignment no later than the date indicated in the negotiated contract. We understand that PNBISL is not bound to accept any Proposal that it receives.
We remain, Yours Sincerely,

Authorized Signature


ANNEXURE III
ACCEPTANCE OF TERMS & CONDITIONS OF RFP
(On the letterhead of the Agency/Vendor)
Date: ___________
To,
Chief Operating Officer cum CFO cum Designated Officer
PNB Investment Services Limited

Sub: Acceptance of Terms & Conditions of RFP for 'Appointment of CERT-In Empanelled Auditor for Conducting Information System Audit, VAPT and SEBI-CSCRF Compliance Audit' vide RFP Ref No: PNBISL/RFP/IT/2026-27/01
Dear Sir,
I/We have downloaded/obtained the RFP document(s) for the above-mentioned "Work" from the website of PNBISL as per the notice given therein.
1. I/We hereby certify that I/we have read the entire terms and conditions of the RFP documents (including all annexures and schedules), which form part of the contract, and I/we shall abide by the terms/conditions/clauses contained therein.
1. The corrigendum(s), if any, issued from time to time by PNBISL with this RFP has also been taken into consideration while submitting this acceptance letter.
1. I/We hereby unconditionally accept the terms and conditions of the above-mentioned RFP document(s)/corrigendum(s) in their totality/entirety.
1. I/We do hereby declare that our agency/vendor has not been blacklisted/debarred by any Government Department/Public Sector Undertaking.
1. No employee or direct relation of any employee of PNBISL is in any way connected as Partner/Shareholder/Director/Advisor/Consultant/Employee, etc. with our agency/vendor/company.
1. I/We certify that all information and data furnished and attachments submitted with the application by our agency/vendor/company are true and correct.
1. I/We are aware that if any information is found to be incorrect/untrue or found violated, PNBISL shall, without giving any notice or reason thereof, summarily reject our Proposal or terminate our contract, without prejudice to any other rights.
Yours Faithfully,

(Signature of the Agency/Vendor, with Official Seal)


ANNEXURE IV
MANDATE FORM FOR ELECTRONIC FUND TRANSFER / RTGS TRANSFER
(On the letterhead of the Agency/Vendor, duly stamped and signed)
To,
Chief Operating Officer cum CFO cum Designated Officer, PNB Investment Services Limited
Sub: Authorization for release of payment/dues from PNB Investment Services Limited through Electronic Fund Transfer/RTGS Transfer.
1. Name of the Agency/Vendor/Company: _____________________________________________
2. Address of the Agency/Vendor/Company:
City: ___________________________     Pin Code: ___________________________
E-Mail ID: ___________________________     Mobile No.: ___________________________
Permanent Account Number: ___________________________
	Bank Name
	
	Branch Name
	

	Branch Place
	
	Branch City
	

	PIN Code
	
	Branch Code
	

	MICR No.
	
	IFS Code (11-digit)
	

	Account Type
	Saving / Current / Cash Credit
	Account Number
	


DECLARATION: I hereby declare that the particulars given above are correct and complete. If any transaction is delayed or not effected for reasons of incomplete or incorrect information, I shall not hold PNBISL responsible. I also undertake to advise any change in the particulars of my account to facilitate updating of records for the purpose of credit of amount through NEFT/RTGS Transfer.
Place: ___________________________     Date: ___________________________
Signature & Seal of the Authorized Signatory of the Agency/Vendor:

Certified that particulars furnished above are correct as per our records.
Bankers Stamp:   Date: ___________     Signature of the Authorized Official from the Bank
N.B.: Please fill in the information in CAPITAL LETTERS/computer typed; please tick wherever applicable.


ANNEXURE V
TEAM COMPOSITION AND TASK ASSIGNMENTS STAFFING FORM
	Sr. No.
	Name of Key Personnel
	Position
	Relevant Certification (CISSP/CISM/CISA/DISA/OSCP/CREST)
	Tasks

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	




ANNEXURE VI
SELF-DECLARATION ABOUT NON-BLACKLISTING
(To be submitted on the letterhead of the Agency/Vendor)
To,                                                                                                                       Date: ___________
Chief Operating Officer cum CFO cum Designated Officer, PNB Investment Services Limited
Subject: Self-Declaration about Non-Blacklisting for Appointment of CERT-In Empanelled Auditor for Conducting Information System Audit, VAPT and SEBI-CSCRF Compliance Audit vide RFP Ref No: PNBISL/RFP/IT/2026-27/01
Sir,
In response to the RFP under reference, I/We hereby declare that presently our agency/vendor/company has an unblemished record and is not declared ineligible for corrupt & fraudulent practices, either indefinitely or for a particular period of time, by any Central/State Government Department, Public Sector Undertaking, Autonomous Body, Academic Institution or Commercial Organisation.
We further declare that our agency/vendor/company is not blacklisted/debarred and not declared ineligible for any reason other than corrupt & fraudulent practices by any Central/State Government Department, Public Sector Undertaking, Autonomous Body, Academic Institution or Commercial Organisation in the last five years from the last date of submission of Proposal.
If this declaration is found to be incorrect, then without prejudice to any other action that may be taken, the proposal, if accepted to any extent, may be cancelled.
Yours faithfully,

(Name & signature with stamp of the Agency/Vendor)


ANNEXURE VII
DESCRIPTION OF THE METHODOLOGY AND WORK PLAN FOR PERFORMING THE ASSIGNMENT
Bidders shall provide a section on Approach, Methodology and Work Plan for performing the assignment, which should include:
1. (a) Technical Approach and Methodology
1. (b) Work Plan
1. (c) Organization and Staffing
(a) Technical Approach and Methodology
The agency/vendor should explain its understanding of the objectives of the assignment, approach to the services, methodology for carrying out the activities and obtaining the expected output, and the degree of detail of such output. The agency/vendor should highlight the problems being addressed, their importance, and the technical approach adopted to address them, along with the compatibility of the proposed methodology with the CERT-In and SEBI CSCRF requirements.
(b) Work Plan
The agency/vendor should propose the main activities of the assignment, their content and duration, phasing and interrelations, milestones (including interim approvals by PNBISL), and delivery dates of reports. The proposed work plan should be consistent with the technical approach and methodology and translate them into a feasible working plan. A list of the final documents, including reports and tables to be delivered as final output, should be included.
(c) Organization and Staffing
The agency/vendor should propose the structure and composition of the team, listing the main disciplines of the assignment, the key personnel responsible, and the proposed technical and support staff, summarised on the Staffing Form (Annexure-V).


ANNEXURE VIII
FINANCIAL BID
(On the letterhead of the Agency/Vendor, duly stamped and signed by the Authorised Signatory)
	S.No.
	Activity / Particulars
	Amount in INR (inclusive of applicable taxes other than GST)

	i)
	Information System Audit & CSCRF Compliance Audit (Phase 1)
	

	ii)
	Vulnerability Assessment & Penetration Testing (VAPT) — Websites/Applications/Network
	

	iii)
	Retest / Phase 2 Audit
	

	iv)
	Policy Review & Drafting (IT/Cyber Security Policies, CCMP)
	

	v)
	SEBI Annexure-A Support & Presentation to Management
	

	vi)
	Quarterly External Expert Participation in IS Meetings (per quarter)
	

	
	Total (excluding GST)
	



Note:
1. All agencies/vendors must mention in detail what all work/tasks will be undertaken under each activity head mentioned in the above table. Without such detailing, the Financial Bid will not be accepted.
1. The agency/vendor is required to quote its rate in Indian Rupees only.
1. The rate quoted shall be inclusive of all charges such as service charges, insurance, overheads, profit, etc. However, GST will be extra and paid as actual.

Place: ___________________________
Date: ___________________________
(Signature with stamp of the Agency/Vendor)
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